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. {RIEIEBoOt [arXiv'22]
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* BRI LREFUHIHEITRBE + GiE + NARAMR
« TRRZE : fEWMBRAB. WFAA

 YOUBERITHN, $RIDIH1E

« BEZ A heh@pku.edu.cn

« PPT &btk
* https://hehao98.github.io/files/2022.7.21-FF R4 44 5% & I8 -CodeWisdom.pdf
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« HHENEEHR— “buzzword”
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» package ecosystem, 3rd-party library, APL..
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software supply chain X !/ Q

Q Al (& Images & News [3] Videos © Maps : More Tools

About 413.000.000 results (0,74 seconds)

Ad - https://www.sonatype.com/ ¥

Software Supply Chain Security - Know the Software Supply Chain
Our goal is to strengthen software supply chain without more human or back-end
resources. Keep happy developers and happy customers with intelligent software
development. Application Security. OSS Governance. Open Source Risk. Cyber Security.

Nexus Repository Pro
The #1 ranked artifact repository. Manage binaries with HA support.

Nexus Lifecycle
Enforce policy and remediate risk. Fix vulnerabilities across the SDLC

Ad - https://www.sailpoint.com/ ¥

What is Supply Chain Security? - SailPoint

Secure your enterprise. Empower your workforce. Doing it right has moved beyond human
capacity. Discover the core of identity security. Automated Workflows. Machine Learning & Al.

B Learn more - Automate Access & Reduce Risk

Ad - https://www.paloaltonetworks.com/ ~

2021 Cybersecurity - Perspectives for Leaders

Learn the Five Things Every Business Leader Should Know About Supply Chain Security.
Expert Advisory and Viewpoints on the Cybersecurity Topics That Matter Today.

The software supply chain refers to all components directly involved in developing an
application. These are components that your team may or may not develop or manufacture
in-house, and they include: Hardware and infrastructure. Operating systems. 11 may 2022

https://www.veracode.com » blog » secure-development

What Is Software Supply Chain Security? | Veracode

@ About featured snippets « @ Feedback
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A software supply chain is composed of the
components, libraries, tools, and processes used

e to develop, build, and publish a software artifact.
WiKIPEDIA (Wikipedia) [

The Free Encyclopedia

+ maintain and operate
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n
4 &2 springbootdemo

o : 5
g @O git A 4 AN
g GitLab = S min

4 (= com

4 (= howtodoinjava

P FFRITRAVERAE : SDK. IDE, JRAEE, RIDHEE. .
. J [ﬁrr;:)ringBootDemoAppIication.java

4 (= resources

Unit .
_J 6 LOG‘IJ E ﬁi E\Z (= templates

application.properties

e " 0 :
=’ Maven @ SPrNG’ (i L St

JSON |
4 (= com
4 (= howtodoinjava

4 (= demo

WRITBNRS : 528, BEER. HbAr (%) § o

. (= target

X| .classpath

= JVM UbUﬂtU MHS&JE-} iy

(Java Virtual Machine

Java
E — /N 1 - .\}.IJ_I
BITHBNEMY : FEBSETHAE. BIERSE. $UEE.. & Spring BootfyJava/5in il B

7
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4 <7 springbcotdemo

TR AR 5%
# L tings

1 v R Rz
. 4 (= src
GitLab L
4 (= java
4 [~ com
=i eoe 4 (= howtodoinjava
4 (= demo
[J] SpringBootDemoApplication.java
4 (= resources

(= static

AT A
S,

(= templates

Crm
—
Java8

application.properties

FERARAEST : SDK, IDE. pRAEIR, CAFERE, ..
< T

Maven| | spring - o

Al

WERENSRE - FiFess. 5. HBAG
| ysQL m) I
—/NE FSpring Bootfylavalfgimin B

& Ubuntu

5. RIERGR. BUEE..

[JACKSI]N]
JSON
4 (= com
4 (= howtodoinjava
4 (= demo
[J] SpringBootDemoApplicationTests.java

UZE)
> (= target
|X] .classpath

Java
BITEIRNENY : RIEIESEITER
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« TRkt RliEE (SBOM, Software Bill of Materials)
= N B A R

-« BREEZSER Y (Software Ecosystem)

- A collection of software products that have some given degree of symbiotic relationships
(Messerschmitt et al., 2003)

- Software ecosystems are sets of software solutions functioning as a unit, enabling actors
to automate activities and transactions...A software ecosystem constitutes the interactions
of a set of actors on top of a common technological platform that results in a number of
software solutions or services. Each actor is motivated by a set of interests or business
models and connected to the rest of the actors and the ecosystem as a whole with symbiotic
relationships, while, the technological platform is structured in a way that allows the
involvement and contribution of the different actors (Manikas et al., 2012)

- EERIEMR : RN EE ~ SBOM + IKEIR R, B MHNHE C MITFAETSRS
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« {4+ (Software Package)
- HEE ARNENREE T ARG, EZE EEIEEEYS i
« BRAIEXE : B (package). FE (library) . 2B (component) . 1EZE (framework) . ...

« BIEE IS (Package Hosting Platforms)
C AFHRERHAETEMREERNTE npm

« JS/npm. Java/Maven. Python/PyPI. ...

fgthon”

Package
Index

- B ETEEE (Package Managers)

- NEREFaRBRERGEHITMmMEEANALXIAR
 npm. Maven, pip/poetry. ...

Maven

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE 10
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settings
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static

SpringBootDemoApplicationTests java
target
X .classpath

—/ & FSpring BootfyJavagin i B
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Software Supply Chain: A directed graph G = (Vup, Viownr E )

Vip are upstream software artifacts,

Viown are downstream software artifacts that depend on
software artifacts in 1,

and E € V,;;,XVg,un are dependencies between upstream
and downstream software artifacts.

Software Artifacts: modules, packages, binaries, etc.
~ software dependency graph

Tan, Xin, Kai Gao, Minghui Zhou, and Li Zhang. “An Exploratory Study
of Deep Learning Supply Chain.” In Proceedings of the 44th
International Conference on Software Engineering (ICSE 2022).

G SN »
NELFES
Gos PEKING UNIVERSITY

Vup — {AerZrA3'A4rA5}
Vaown = {43z, A4, As, As}

12
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@six1.160 g python-dateutil 2.8.2

pandas 1.4.3

L\

@ numpy 1.23.1 @ pytz2022.1

@ pytz 2022.1

@ pandas 1.4.3

@ scipy 1.8.1

‘seaborn 0.11.2 @ six1.16.0

v 3
\.‘p)‘/thon—dateutil 2.8.2

)
\‘. numpy 1.23.1

OJWX /

@_matplotlib 3.5.2

o \ ®bilows L1
0

Vip = {A1, A2, A3, Ay, As})
Vaown = {43, A4, As, Ag}

@ cycler/0.11.

\ @ kiwisolver 1.4.4

@ packaging 21.3

ez ) ¥

PEKING UNIVERSITY

T ACHIEL

@ sourcemap-codec 1.4.8

@ estree-walker 2.0.2

\

@ source~map 0.6.1

@_magic-string 0.25.9

.-@vuoxircactiyi%—t@ﬁsjorm 3.2.37core 3.2.37

AV V|

®.nanoid 3.3.4

\.-postcss'874’.l_4

@<source-map-js’1.0.2

@:-@vue/compiler-sfc,3.2:37

@babel/parser 7.18.9

@vue/ iler: 2
@vue, compu_lpdr(@\y&c? 2

% o—?‘?\piler—ssr 3:2.37

»3-9-37—> @ @vue/shared 3.2.37

/

@ @vue/server-renderer 3.2.37

@ picocolors 1.0.0

M @Vvuelreac
@ @vue/runtime-dor

@ csstype 2.6.20

https://deps.dev/

CodeWisdomaR{H-H N HERF AR & —F IR M HEETE
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Increase in Downloads
Year Over Year 2020 - 2021

2000000 :
100% —
CPAN
Maven Central (Java) 90%
B npm (node js) 92%
- nuget (NET) lK 80% increase
1500000 | g Packagist (PHP) Hm 66 TO 127 BILLION =
. 78%
B PyPI 70% :
B Rub [UH]H 71% increase
ubygems.or
E-LK?P% Y9 9 . i e 4470 78 BILLION
EJ ;i_ﬁ.\i 267 TO 457 BILLION
S 1000000 IL 50%
IS 50%
I:/IE EJ 20% increase
, 1TO 1.5 TRILLION
,qué‘ 30%
500000 I:I:
20%
10%
0 0%

2012 2014 2016 2018 2020 2022

Java  JavaScript Python NET
http://www.modulecounts.com/ https://www.sonatype.com/resources/state-

of-the-software-supply-chain-2021

CodeWisdomR{4HH N iR FI A AR E—FFIRER (AR HEETE 15
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=3txJ‘5"

TR $ERITIR — ELARA @

s HEAHERE = FIRERN « {ELE ~ WA IRER R 55
- TR, ER. B17F5. 8UEE. .. « #1882 3] : numpy. scikit-learn. PyTorch. ...

 WebH % : angular/react/vue. eslint, ...
° HAl S FPIUL. ..

Don't Reinvent

J‘m‘cﬂ QBQ

.mongoDB o openmo.g,‘ ‘E.B

W a

Perfect It
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&

OSS Devs: You can you up **
- AX1E IR{ M. BT KIZOxFRA. APIAFRE. e Hibug...

Contrary to developers’ beliefs, only around 28% of npm and 49% PyPI trivial packages have
tests...(they) appear to be “deployment tested” (Abdalkareem et al., EMSE, 2020)

The number of downloads of a package does not associate with development activity (Saini et al.,
J. of Sys. Soft., 2020)

The version number does not provide a good indication of the maturity of a package release
(Decan and Mens, Sci. of Comp. Prog., 2021)

We find that around one third of all releases (in Maven) introduce at least one breaking change,
and that this figure is the same for minor and major releases, indicating that version numbers do
not provide developers with information in stability of interfaces (Raemaekers et al., SCAM 2014)

17
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TR IR - 2R
« THRE AR F S T AL R A A9 Bug

mpact of Log4] vulnerability - CVE-2021-44228 ...it often takes a long time to discover vulnerabilities since

.I 8 o o == Major repositories have
dependency on Apache

their introduction (Decan et al., MSR 2018)

Log4j library
Remote Code Execution (RCE) Exploits Apache Log4j Java logging

. e e eyt e We statistically prove that vulnerabilities widely exist in the

— ~ dependencies of NPM packages...Known vulnerabilities are
d?ksa,,:a causing a larger impact over time (Liu et al., ICSE 2022)
20214E12 B IRt Logdi faft The discovered vulnerabilities in Python packages are
4T IRE (CVE-2021-44228) 8 increasing over time, and they take more than 3 years to be
LZTBMITH “HhE” discovered. The majority of these vulnerabilities (50.55%)
https://www.zscaler.jp/blogs/security -research/weekly - dare OHIY ﬁXEd after being PuthIY announced’ g1V1ng ample
roundup-what-weve-learned-about-log4j-vulnerability time for attackers exploitation (Alfadel et al., SANER 2021)

CodeWisdomaR{H-H N HERF AR & —F IR M HEETE 18
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NPM ERR!

How one programmer broke the
internet by deleting a tiny piece of
code

module exports leftpad;
function leftpad (str, len, ch) {
str = String(str);
var i -1;
('ch ch @) ch
len len str.length;

(++i < len) {
str ch str;

}

str;

Left-PadZ=14 : HIE CSHIE
BREE B EL

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE
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know what to say. #116

FallingSnow opened this issue on 21 Nov 2018 - 666 comments - Fixed by peerigon/parse-domain#57

%)
FallingSnow commented on 21 Nov 2018 - edited ~

EDIT 26/11/2018:

Am | affected?:

If you are using anything crypto-currency related, then maybe. As discovered by @maths22, the target seems to have been
identified as copay related libraries. It only executes successfully when a matching package is in use (assumed to be copay at
this point). If you are using a crypto-currency related library and if you see flatmap-streamge.1.1 after running npm 1s
event-stream flatmap-stream , you are most likely affected. For example:

$ npm 1ls event-stream flatmap-stream

flatmap-stream@d.1.1

What does it do:
Other users have done some good analysis of what these payloads actually do.

o (@1 don't know what to say. #116 (comment)
o (@I don't know what to say. #116 (comment)

o (@ | don't know what to say. #116 (comment)

What can | do:

By this time fixes are being deployed and npm has yanked the malicious version. Ensure that the developer(s) of the package
you are using are aware of this post. If you are a developer update your event-stream dependency to event-stream@3.3.4 .
This protects people with cached versions of event-stream.

eventstreamZ4 | FIFFFREWS , &
ENZH TRESHIRTRA

19
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Injection of Malicious Code
(into dependency tree)

—

\

2 T, R ; g
ANETES
oo PEKING UNIVERSITY

Create Infect
New Package Existing Package
I - / L \
1rojan Horse | | 1'yposquatting Use After Free| |Inject into Inject during Inject into
[12] [4,35,3,36,14,15] [10] Source the Build Repository System
'/ \ J. Weak /Compromised l 5 i Deploy in
(a,l:i:lclniflc}l)l;iscfr) Commit Compromise Credentials or \"ulll?eii ll?illtities Alternative
N (as maintainer) Build System API Tokens o4 oe1 | | Repository/Mirror
19) < 7,39,16,9,11] [2,24,25] 6]
/ / (399, It}
Social \\.
Weak /Compromised —— Manipulate - :
O odontials o E‘znc,]meelmg Packaie Run ];/Ia.'hc(‘.ilours thlcl
API Tokens I\"fl)ai)liczi)izleei' Download (on shar F) O]S“‘S ems)
[26,21] 22] [1,38]
Ohm, Marc, et al. "Backstabber’s knife collection: A review of open source software supply chain
attacks." International Conference on Detection of Intrusions and Malware, and Vulnerability
Assessment. Springer, Cham, 2020.
CodeWisdomZR AN HEER T Z AR S —F RN 5EETE 20
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...significant number of (GitHub) projects die in the first year of existence
with the survival rate decreasing year after year (Ait et al., MSR 2022)

Table 2: Why open source projects fail?

Reasons Group Projects
Usurped by competitor Environment 27 W
Obsolete Project 20 W
Lack of time Team 18 N
Lack of interest Team 18 N
Outdated technologies Project 14 1
Low maintainability Project 7
Conflicts among developers Team 3 |
Legal problems Environment 2 |
Acquisition Environment 1 |

Coelho, Jailton, and Marco Tulio Valente. "Why modern open
source projects fail." Proceedings of the 2017 11th Joint
Meeting on Foundations of Software Engineering. 2017.

CodeWisdomZR AN HEER T Z AR S —F RN 5EETE

PythonB Hy & 7R %%

1.00 4 1

0.751 j‘

0.504

Survival probability

- A
h'l-
.
+++++
+4+++++M
(I) 1l2 2|4 3|6 4'8 6l0
Time in months
Valiev, Marat, Bogdan Vasilescu, and James Herbsleb. "Ecosystem-level
determinants of sustained activity in open-source projects: A case study of
the PyPI ecosystem." Proceedings of the 2018 26th ACM Joint Meeting on

European Software Engineering Conference and Symposium on the
Foundations of Software Engineering. 2018.

0.254

0.00+
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Marak/faker.js

No more free 4
work fron:('_\:_lli‘_rak - Pay We find a long-tail effect in the act of
Me or For = sponsorship, with most maintainers’
© 98 comments expectations remaining unmet, and
4 Marak opened on November 8, 2020 O sponsorship has only a short-term,
slightly positive impact on
https://www.reddit.com/r/javascript/comments/jquo97/fake development aCthlty bU't 1s not
r;s no_more free work from marak pay me or/ Sustainable (Zhang et al,, CHI 2022)
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s DETHEHERNETHE KRR ALL MODERN DIGITAL
= H I o] F ) =2 e B oK INFRASE&UCTURE
s FRALE. ZeR/B. HEERS. .. r A
Kikas, Riivo, et al. "Structure and evolution of package dependency @ [j
networks." 2017 IEEE/ACM 14th International Conference on [g
Mining Software Repositories (MSR). IEEE, 2017. J
Decan, Alexandre, Tom Mens, and Philippe Grosjean. "An empirical A PROJECT S0ME
comparison of dependency network evolution in seven software ﬁ%&?&sgzs
packaging ecosystems." Empirical Software Engineering 24 .1 L D BEEN THANKLESSLY
(2019): 381-416. L MAINTAINING
SINCE 2003
l (J
Zimmermann, Markus, et al. "Small world with high risks: A study rC_Tl‘
of security threats in the npm ecosystem." 28th USENIX Security [ N
Symposium (USENIX Security 19). 2019. l )

https://xkcd.com/2347/
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https://xkcd.com/2347/

RE M

F—8n TR AR 8% R E X
FZEn TR A R S RV IR

E=75

sl

£ RS { HIX TS RAA T }

CodeWisdomZR AN 5ERFI A AR E—FFIRER (AR HEETE 24



FIIT »
NELFES

PEKING UNIVERSITY

R $EE 3

A=

1 B A )
| — \
% FLR B4 5
% . y

\ 4R )

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE 25



FIIT »
NELFES

PEKING UNIVERSITY

R $EE 3

NS
{  wmesm
2 Amesm
| BREfs
kT RES
BEES
& SR E ot
CI/CDifR7K 2k

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE 26



ST »
NELFES

PEKING UNIVERSITY

e FTEAE e E

: HHETA o zEoam
| R - A I e

I /Et% | & (vetting)HRA | Tﬁé -y ‘
B Rk | — TIPS — 75| | TTREH
- ) i - BERERE :

R ERRRE e 2

R TR XH HR TR XHF

BEIEES g

B &1 & IEBot B &1k & IEBot
Cl/CD7K %% Cl/CDR7K %%

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE 57



EERAE

ALK RR R

|

KA H R AR

:
H
eassssEssEEsEEsEEsEEssEssEEsEEssEssEEsEEsEEEas -

AR IR

BAEIERS

B & kB I Bot

Cl/CDiR 7K 2%

bt

RIMENE-

| ETEAR |

—

BREEA

{ B2 (vetting) FTAR A }

EEET

| neRzms |

CodeWisdomE 4R s R FIF AR S ——FFRARHE RN S TE

- 5] 28

TR/ E

- EESKH

l

FrER BARE

7 |

H BROGH

FRIEXH

BEIEE

B skt EEBot

Cl/CDR /K%

G SN »
ANETTE
Gos PEKING UNIVERSITY

.« ETEEmALE

 Release Note

- BEIEYS

* HERIRAEZFEENRE Y
© MBAH R/ LA Y

© TR E/IE

* MR R UK
- B
- HEHELR
© WMEITHERBARER 7
» WNAKRELE
* BEEAKREBLE
© XMRFEIISRR/THE
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« Knowledge-Seeking Research
« seek findings from observations (i.e., data)

empirical, positivism

 data science

* survey, interview, grounded theory, ...
builds, extends, or verifies theories

* design science (how to do sth)

» co-variance (A correlates B / A causes B)

« taxonomy / process theory

discover new hypotheses
* solving problem A brings value B
* solution C may solve problem A

findings + theories — knowledge

(T »
NEFEE

PEKING UNIVERSITY

« Solution-Driven Research

« propose & justifies problem A

« propose solution B to solve problem A
* algorithms
* models
* tools
* systems
* methods

* evaluate B empirically
 simulation
* field study

Open-Source Software Supply Chain Research:
knowledge => problem => solution => knowledge

29
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HNEE FTREEE 2 ——Release Note

22 days ago

s HEIRNEALXE, BHEZTETHA
« EEWRE FE X FRelease Note(§ A 42K
 Abebe et al., EMSE 2016
Bi et al., TSE 2020
* Yang et al., EMSE 2022
* Release Note & 5 SC R 7 7E R LE (o) &R 7
No empirical evidence

WN1a %33k Release NoteEHzpfL T A ?
 ARENA (Morena et al., TSE 2017)
Semantic Release, Release Drafter, ...
GitHub Release Note
» https://docs.github.com/en/repositories/releasin

g-projects-on-github/automatically-generated-
release-notes
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PyTorch 1.12: TorchArrow, Functional API for Modules and
nvFuser, are now available (e

PyTorch 1.12 Release Notes

« Highlights

« Backwards Incompatible Change
o New Features

* Improvements

¢ Performance

¢ Documentation

Highlights

We are excited to announce the release of PyTorch 1.12! This release is composed of over 3124 commits, 433 contributors.
Along with 1.12, we are releasing beta versions of AWS S3 Integratio! P/T rch Vision Models on Channels Last on CPU,
Empowering PyTorch on Intel® Xeon® Scalable proc (h Bfloat16 and FSDP API. We ncerely thank our

dedicated community for your contributions.
Summary:

* Functional Module API to functionally apply module computation with a given set of parameters
* Complex32 and Complex Convolutions in PyTorch
« DataPipes from TorchData fully backward compatible with DataLoader
* Functorch with improved coverage for APls
* nvFuser a deep learning compiler for PyTorch
to float32 matrix multiplication precision on Ampere and later CUDA hardware
a new beta library for machine learning preprocessing over batch data

Backwards Incompatible changes

Python API

Updated type promotion for torch.clamp (#77035)

In 1.11, the ‘min’ and ‘max’ arguments in torch.clamp did not participate in type promotion, which made it inconsistent
with minimum and maximum operations.In 1.12, the ‘min’ and ‘max’ arguments participate in type promotion.

111
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K195 : Release Note Issues on GitHub
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* RQ: What are the release note issues faced by developers on GitHub?

« Jii5

# e at e
RAT B it E

A8 %L 722/GitHub B ,

P
909 4/ Release Note & B issue

GHArchive 3% 4&

A #open coding l

#7145 Release Note Taxonomy

R

>

ix #Release Note Taxonomy

Wu, Jianyu, et al. “Demystifying Software Release Note Issues on GitHub.” 2022 IEEE/ACM 30th
International Conference on Program Comprehension (ICPC). Distinguished Paper Award!
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AT EYE

Completeness
(157, 62.55%)

Missing
(133,52.99%)

i

Missing Breaking Changes (31, 12.55%)

Missing Links (18, 7.17%)

Mizsing New Features (16, 6.57%)

(15, 5.18%)

Missing Migration/Usage Instruction (11, 4.58%)

Missing Version Information (11, 4.58%)

Missing Attribution (7, 2.79%)

Missing Known lssues (7, 2.79%)

Missing Security Changes (4, 1.59%)

Mizsing Visualization (3, 1.20%)

Missing Dependency/Enviranment Changes (2, 0.80%)

Missing Documentation Changes
(2,0.80%)

Missing Misc Changes (2, 0.80%)

Miszing Fixed Bugs (1, 0.40%)

Missing License Changes (1, 0.40%)

PR SR SN SEN SEN S N SR S SN SN S S S— —— — a—p—"" .

l
]
|
|
]
J
l
]
|
Missing Enhancement (5, 1.20%) ]
J
J
|
]
|
]
]

Missing Modified Files (1, 0.40%)

—{ Insutficient New Feature Explanation (6, 2.39%) ]

-{ Insutficient Breaking Changes Explanation (5, 1.99%) ]

Content
(251, 100%)

—{ Insufficient Migration/Usage instructions (3, 1.20%) I

P "{ (2, 0.80%) ]

‘l (21,8.37%) |'-{ Insutficient Canfiguration Changes (1, 0.40%) I
’{ (1,0.40%) ]

-{ Inzufficient Enhancement (1, 0.40%) ]

-{ Insufficient Security Explanation (1, 0.40%) ]

Urrwanted Misc Changes (2, 0.80%) I

Unwanted Repository Badges (1, 0.40%) ]

Wrong/Broken Links (48, 19.12%) |

Wrang Version information (14, 5.58%) I

Wrong Dependency/Environment Specification (7, 2.79%) l

‘Wrang identifier (7, 2.79%) l

Wrong Code Examples (5, 1.99%)

Unimplemented Changes (3. 1.20%)

Wrong Breaking Changes (S, 1.20%)

‘Wrong Attribution (2, 0.80%)

‘Wrong Configuration Explanation (1, 0.40%)

_+

_{

_{

{

Correctness ﬂl
B
.+

.{

4

_{

_{

]
J
|
‘Wrong Migration/Usage instruction (3, 1.20%) |
J
]
Wrang Dependency/Environment Changes (1,0.40%) |

Presentation
(81, 100%)

Accessibility
(173, 100%)

Production
(475, 100%)

Usability
(56, 69.14%)

Readability
(25, 30.86%)

: Release Note Issues on GitHub

Section Receganization
Required (22, 27.16%)

Poor Layout
(31, 38.27%)

Folding Required
(6, 7.41%)

Typesetting (18, 22.22%)

Date Formatting (7, 8.64%)

Spelling Errors (14, 17.28%) I

PoorF
(25, 30.86%)

Bad Writing Style (5, 6.17%) |

Grammar Errors (5, 6.17%) |

Multilingual Support Required (1, 1.25%) I

Limited Exposure (115, 66.47%) ]

Wrong/Broken Link to RNs (.

(6. 20.81%) ]

Lack Notification (22, 1

2.72%) ]

Planning
(191, 40.21%)

Automation
(217, 45.68%)

Regulation
(67,14.11%)

—{ Request for Automation (118, 24.84%) I

H Request for Enhancement (7. 279%) |

Errors Induced by Automation
(36, 7.58%)

‘| improper Tool Configuration |

(26,5.47%)
Abzence (95, 19.58%)

(10, 2.11%)

(103, 21.68%)

Whether to Produce
(58,12.21%)

Where to Produce
(29, 6.11%)

Who to Produce
(1,0.21%)
PR/lIssue/Commit

-  Management
(40, 8.42%)

With other RNs in
Different Places (8, 1.68%)
lmons‘s'm ‘With other Documents
(16, 3.37%) within Project (6, 1.26%)

With other Documents in
“ Different Projects
(2.0.42%)

Request for a Workflow
(9.1.89%)

CodeWisdomaR{H-H N HERF AR & —F IR M HEETE

i
Repository Permission
Control (1, 0.21%)
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s I :
* SCFiF AARelease Note[a) 1R & Il
« Wi, Fix. X%

« SUEERAAAEFTEB AN
o ¥ Tilk— : Release NoteigFg

* https://hehao98.github.io/posts/20
22/3/8/release-note

s BIOTTIRZ « RKARIT[E
* Release Note4 i
« Commit/Software Change#2£
 Breaking Change#g M|
 Release Note;Jl|i/Linting
*« ~A—E
- IBENIE
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BKFHYIE S & Bk

« BIHBIEIR. BlIRTTE, FARBRTFHcRENRE
« Mora and Nadi, PROMISE 2018
« Zerouali et al. SANER 2019; Saini et al., JSEP 2020

* TRBERFRGENBREAERENANERIAENE, HFEFLXZER

« JavaScript Frameworks (Pano et al., EMSE 2018)
* Reuse vs. reimplementation (Xu et al., EMSE 2020)
 Industry practice in general (Larios Vargas et al., ESEC/FSE 2020)

s RS
- % —  ETELBEANEHFEMRE
« Thung et al., WCRE 2013; Ouni et al., IST 2017; Nguyen et al., JSS 2020; ...

* BB TIEMN EHTIER
* Chen and Xing, SANER 2016; Theeten et al., MSR 2019; ...

s M ENEFMERIEZE °
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BANMWTASR : Javalll H W R BRI EE (e, FEIERS)

* ﬁ.m% —gﬂ]*’]k
« ZIERTEIE + AT

. N s Migration Advisor
kin — : *H 1")\ El\:l Z_FA 141 @' Z' l .E] Eq %Ek T% '/TE '_l%LI Jl_IL’ Tefl LfS a Jga library )foulwant to replace, we recommend the most suitable migrations through an intelligent analysis upon
. 8% N 2 S%ﬁ E*ﬂ%g existing GitHub repositories.

MigrationAdvisor Search Dataset About

(HHH

N N Enter the Java library (groupld:artifactld) you want to replace here... (e.g. org.json:json)
L] I lj:IJIJ Iﬁ E kﬂz_ g/k Some Examples: org. json: json, junit:junit, logaj:logaj, c3pe:c3po
N — h3 \
* XKW : Bt
21,349 185,705 1,955,587 1,384
%AE:':R%% = > /E% IJ /I\ %%U% GitHu,b Repositories Analyzed Indexed,MavenArtlfacts Mi;raﬁonA;visones Co1nfirmed Migration Advisories
HIETE : http://migration-helper.net/#/
s R =: B[R E
o He, Hao, et al. "A multi-metric ranking approach for library migration
* Iﬁ E Eﬁk— ( 30 /0) recommendations." 2021 IEEE International Conference on Software
. ZLF )\ﬁ:@x%&gﬁyz (~ 1 8%) Analysis, Evolution and Reengineering (SANER). IEEE, 2021.
* TFH 'I‘_&Ll'ﬂ%ﬁ ( 18%) He, Hao, et al. "A large-scale empirical study on Java library
o ﬁj&zlj] ( 3%) migrations: prevalence, trends, and rationales." Proceedings of the
29th ACM Joint Meeting on European Software Engineering
* ﬁﬁ“/kzﬁ /IE.I (~6.2%) Conference and Symposium on the Foundations of Software

Engineering. 2021.
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FA1A9%

* %C.Jn

e SN = o
I R F

£ : World of Code

R RAINE:::

Algorithm 1: Constructing DL SC

1 initialization: i « 1;
2 IN; « {};

5

o ® N &

11
12

13
14

15
16

17

18
19

Input: R; ;

// url of projects on the i-th layer

Output: DL SC

// start from the 1lst layer
// import names of the packages released by the

projects on the i-th layer
3 R;j « {url of TensorFlow or PyTorch};
4 while true do

IN; — {};
forr € R; do
search Libraries.io to obtain the released package p;
if p then
\\ manually label the import name of p: i_n,;
INj.insert(i_np);

if IN; is null then
| return ; // no packages are released
else
i—i+1,R—{};
fori_n, € IN; do
search WoC to obtain projects that import i_n,: r;
\\ R;.insert(r);

// next layer

if R; is null then

I_ return ; // no downstream projects exist
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100%

| [ O O
90%
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40%
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< & & §F & &
> '\9 »
~>' > q '\: "': ¢ v W St Y v
oS ,\\Q ,\\Q \,\\\ Q}Q \Q:}Q &}@' \%\\ Q\Q \Q\QF i"@
» N S P P ® ) - »

nCV Learning ®mNLP mReinforcement Learning m Research  m Software Support

Ziﬂ.
RS 4 562

. BER A TRAN L
5 1o
R RS

C HUERE RN EE
ELOhENE => EEARE
E% LHAELE => FOARE

Tan, Xin, et al. "An exploratory study of deep learning supply chain." Proceedings of
the 44th International Conference on Software Engineering. 2022.
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BRI TR & fRAEIE

* FHERBVEFAL -
- WIEE. bugiBER. T RAER
s KEIAHETRNRERSEE, RESIIMBEZTEHEN, MAKELFHDEANTESR
« Winters et al.,, Software Engineering at Google. O'Reilly Media
* FRAIBETS -
« FSMAFTARRA, ESMITRIE (Kula et al,, EMSE 2018)
: THRELE
o S| M TN AY BaEERPE (Mostafa et al., ISSTA 2017)
* BBIRITR :
- BETEH. SRENNK
s MIFHFXEERELLENIALTE ! (Hejderup and Gousios, JSS 2022)
« BT Bot (Greenkeeper, Dependabot, Renovate Bot, Sync Bot, ...)
o FHEXREMEE (Mirhosseini and Parnin, ASE 2017 and Rombaut et al., TOSEM 2022)
- B=APLEES (Huang et al, ASE 2021; Nielsen et al., ICSE 2021, ...)
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ATV R : DependabothyH U4

IS — .
« B PR -
- R {EDependabot BT BRI TR I B M
~ S A N B3 ~ ~
o« RUF XK EEBot Y Y a{a iR T AR IR
Part I Part IlI: Part III:
Data Collection Exploratory Data Analysis Developer Survey
/ PN N /7 N /- = RQ1Technical Lag
D F= ! . RQ1Technical Lag l I RQ2PR R I
' N | ! ! ! esponse :
N . . ! ! validates P !
' GHTorrent Web | | RQ2 PR Response | | RQ3 Comp. Score |
i Dataset H Scraper : : @; i S i - < p. i
i ~ 2 - = | RQ3Comp.Score a'd ¥ i RQ4 Configuration |
: e _n : : : : :
| e | i RQ4 Configuration is 1 . Developer |
| O 1,823 (@ 540665 | l a ot Aﬁ:ﬁf | | Survey %«% L RQ5Deprecation I
b Projects GitHub PR ' RQ5 Deprecation ! ! 7S !
N AP Advisory / \ / \ RQ6 Desired Features .

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e N e e e e e e e e e e e e e e e e e e e e

He, Runzhi, et al. "Automating Dependency Updates in Practice: An Exploratory
Study on GitHub Dependabot." arXiv preprint arXiv:2206.07230 (2022).
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« 1P -

How to Design a Dependency Management Bot?

* Dependabotf BTt H REFRF & H#
- RODIRB B REREHEZE
PRIZZZE(~70%), EIE R4 hrs.)
E B AR ARPRESFEE
« EFCEERCompatibility Score X # B
s FRFBINALR RS RENNIKFEE

Self-Adaptation

|dentify a sane
default configuration
based on language,
package ecosystem,
project history, etc.

Configurability

Configurations to
control noise
Configurations to
define precise update
strategies

1t Dependabot AR AMA, B X

© Fsk—APRIEZMKH:
« JtikE3EImerge
- BEMHESEEAM .
. BB FHHTIEER -
A=A EIEFE|Renovate Bot :

Transparency

Breaking Changes
Release Notes
Cl/CD Log Analysis
More fundamental
research!

Autonomy

Allow auto-merge in
certain conditions
The platform should
do package vetting,
not developers
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RNyt —REI B2 A AR

« FERHREED : MRIRFEOCREE, BIRAERIBXX...

* IIANFHEDL E 1R FE 3 -
o FAR. 3. XFZFEPER (Steinmacher et al., IST 2015)
« IRGHTNEEEE 24091352 (Zhou and Mockus, ICSE 2010, FSE 2012)
s PMAFA{ESE (Steinmacher et al., ICSE 2018) . mentoring (Balali et al., CSCW 2018). ...

« QNfETFRR Y
« FRCEEMARNFALES (GitHubayGood First Issue#/L )

o Engineering

# good-first-issue

Star
B B
Here are 551 public repositories matching this topic... Improve this page ow we ul e g I
Language: All + Sort: Best match = Addad e dandfinks
tothe opic page
t more easily

issues feature

(o o Learn to make you.'i)flrst Addt ur repo We've recently launched good first issues recommendations to help new contributors find
open. sourqe cont‘rl ution e sl easy gateways into open source projects. Read about the machine learning engine behind
on GitHub in 5 minutes el these recommendations.
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* 40.9% of GFIs that were not solved bY Table 3: Problems of the Mechanism of GFIs/ Why did new-
newcometrs and 31.2% of newcomers comers fail to solve GFIs? (l: Newcomer B: Project member)
who failed to solve the GFIs after several Problems Categories  Responses
attempts- Insufficient GFIs in the project Project I 11

Inappropriate GFIs Mechanism [N 10
Lacking of motivations to retain =~ Newcomer  HEN 7
. Hard to start on a new project Newcomer [N 6

* A serious problem seems to be that GFIs e neneoniersniiheprojech Brojec —

are hard to attract long-term contributors, R level Ofd newcomers” skill —— : 5
. . etting snapped up soon echanism
which makes GFIs less effective from the fiaolf it eriors Mechanicn Bl 2

projects’ perspectives.

Tan, Xin, Minghui Zhou, and Zeyu Sun. "Afirst look at good first issues on

GitHub." Proceedings of the 28th ACM Joint Meeting on European Software Engineering

Conference and Symposium on the Foundations of Software Engineering. 2020.
CodeWisdomA R4 R sE R T FATR S——FFIREG R ETE
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FAEIFFZE : Good First IssuelfE#

)RR : A SEEIETFSGood First IssuefY4FAE FE X A fR R issueH 1 THUN
o TUER : ZUESE + FHETRE + oMW

o 100NGFIA8 £ 47 43 2 & | IssucH) Z4FAE
¥ 12 ey " > - ik
N ‘ 53,510/~ % commit/PR f## Issue H = 4F 4L XGBoostEE A
G orrent -ﬂi;}}%ﬁ é@Issue, ﬁif- é%%" ;1};?_‘%7(:_,‘ (;)ﬁ\ E , %&%/\ . ) > <~O.85AUC)
Issue®l 7] 5 454

GRit )

Xiao, Wenxin, et al. "Recommending good first issues in GitHub OSS projects." 2022 IEEE/ACM
44th International Conference on Software Engineering (ICSE). IEEE, 2022.
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® GFI-Bot  About Us

ez X ¥

PEKING UNIVERSITY

Sign in via GitHub O

sigveio commented on 24 Aug 2021 Contributor | (©) =+

Marking more issues as GFl does have the potential of making
projects more accessible to new contributors, so I'm intrigued!

What would you consider the base criteria for a GFl to be? Does
it for example include work to triage new issues, such as
determining if a bug is actually a bug, or are we talking about
actionable issues in the context of producing a pull request that
would be accepted / merged into the codebase?

bytrangle commented on 23 Sep 2021 - edited ~ ® ---
| enjoy this discussion. Whenever | think of contributing to an
open-source project for the first time, | spend an inordinate
amount of time sifting through issues to find the most
newcomer-friendly one.

CodeWisdomER{GH R 5 R T FAIR E——FHRYHH N SEE TR

GitHub URL or Repo Name

Sorted By None~ Tags None~

GFI Repo Dat
L Languages

Hirate99 / GFI-Bot-Test

Test: Hook Msg 15.60% 9586
Repositories Issues

Test: Repo Update 15.60%

5 8613
Test:Repo:Updatei2 L2:00% Good First Issues Issues Resolved
[Need Help] More test cases for testing 15.60%

Average AUC & ACC
GFI Repo Data AUC

. . ACC
Mihara / RasterPropMonitor

Plugin for Kerbal Space Program. This repository is out of date and is primarily of historic interest. See
https://github.com/JonnyOThan/RasterPropMonitor

Currently no GFls for this repository.

GFI Repo Data

Revolutionary-Games / Thrive
The main repository for the development of the evolution game Thrive.

thrive  game  simulation  evolution  strategy  biology  science  sandbox csharp godot  godot-engine

Increase max zoom out when controlling a large cell colony 61.44%
All chemoreceptors in a cell colony should work 55.93%
#3180 ) Colony member cells should be able to fire oxytoxy 55.93%

https://github.com/osslab-pku/gfi-bot

1Month 3Months

Repo Last Activities

Older
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« 5EHRISemantic ReleaseZE T BE#&E4S
« commit4}3E. breaking change#g M.

« IRSIEZAMMANFIR => FTRFAHE 55 o] 154214
o N1k Good First Issue#i#F
« fT4ERIGood First Issuef#/REFEH o] e i K EATUIRE 7

 HRALFIER & W54
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- 3UH : FEAME B
 zhmh@pku.edu.cn

 https://minghuizhou.github.io/ '

* J3lE = FHRE A

« LIS E R uh
* https://osslab-pku.github.io/

« GitHub4H4R
 https://github.com/osslab-pku

s BEBIRAREL I &
 EREBAANMAREBRRXER
. —1kE ~ MiEYE

» H2024FENFHIE LT ZE
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