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A Focus on Implementation Details
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“The devil is in the details”
English proverb
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Image Courtesy:
https://codemachine.com/article_interruptdispatching.html
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0 Division By Zero

1 Debug

2 Non Maskable Interrupt

3 Breakpoint

12 General Protection Fault

14 Page Fault

64 System Call

https://codemachine.com/article_interruptdispatching.html
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Image courtesy: https://people.freebsd.org/~jhb/papers/bsdcan/2007/article/node4.html

https://people.freebsd.org/~jhb/papers/bsdcan/2007/article/node4.html
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traps.h �#+�*���

vectors.S
1.�=;9vector.pl3$(�
2.�#*
�>���<*256��#�'�!
3.78�trapasm.S

trapasm.S
1.���!?�#*
�(alltraps)�:�(trapret)
2.56��"*	����
3.�#
�78�trap.c
*trap()�!

trap.c
1.�#+�*! 1%
2.����#*�!tvinit()�idtinit()
3.,&*�#�.24)*�'�!trap()
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trap.h

// Gate descriptors for interrupts and traps
struct gatedesc {

uint off_15_0 : 16; // low 16 bits of offset in segment
uint cs : 16; // code segment selector
uint args : 5; // # args, 0 for interrupt/trap gates
uint rsv1 : 3; // reserved(should be zero I guess)
uint type : 4; // type(STS_{IG32,TG32})
uint s : 1; // must be 0 (system)
uint dpl : 2; // descriptor(meaning new) privilege level
uint p : 1; // Present
uint off_31_16 : 16; // high bits of offset in segment

};

trap.c
// Interrupt descriptor table (shared by all CPUs).
struct gatedesc idt[256];
extern uint vectors[]; // in vectors.S: array of 256 entry pointers
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trap.c

void tvinit(void) {
int i;
for(i = 0; i < 256; i++)

SETGATE(idt[i], 0, SEG_KCODE<<3, vectors[i], 0);
SETGATE(idt[T_SYSCALL], 1, SEG_KCODE<<3, vectors[T_SYSCALL], DPL_USER);
initlock(&tickslock, "time");

}
void idtinit(void) {

lidt(idt, sizeof(idt));
}

!��036��"�'��"INT 64��
#����2�5 #6
���)*/
"#�1(,#�4�DPL_USER
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start:
cli #�+��
……

bootasm.S
……
tvinit()
……

main() in main.c
……
sti #	.��
……

scheduler()
……
idtinit()
……

mpmain() in main.c
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trapasm.S

alltraps:
%����0
DA�1)'3
pushl %esp
call trap

vector.S

vector0:
pushl $0
pushl $0
jmp alltraps

trap.c

void trap(struct trapframe *tf)
{
��8?@F9
�2/,�,�L;	�*
�.M�,R
�.,�1"�C�OPNER
?@
-

�.,9#"�C�OPNER
myproc()->killed = 1;

}

�J!:+�F9Exit()
trap.c

void exit(void) {
IB��I<>8:(

curproc->state = ZOMBIE;
sched();

}
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syscall.h 21�56701� �

trap.c 1.��)�/�'�trap()�/5670
2.�,+5670<trap()
89�syscall.c�1syscall()�'

syscall.c 1.5670�'&��'
2. syscall()�'0�89�"#156701�/�'

sysproc.c
sysfile.c
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user.h �*��0$:3�015670�'��

usys.S 0$�015670:31�'!.
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syscall.c

void syscall(void) {
int num;
struct proc *curproc = myproc();

num = curproc->tf->eax;
if(num > 0 && num < NELEM(syscalls) 

&& syscalls[num]) {
curproc->tf->eax = syscalls[num]();

} else {
cprintf("%d %s: unknown sys call %d\n",

curproc->pid, curproc->name, num);
curproc->tf->eax = -1;

}
}

syscall.c

static int (*syscalls[])(void) = {
[SYS_fork] sys_fork,
[SYS_exit] sys_exit,
[SYS_wait] sys_wait,
[SYS_pipe] sys_pipe,
[SYS_read] sys_read,
[SYS_kill] sys_kill,
[SYS_exec] sys_exec,
[SYS_fstat] sys_fstat,
[SYS_chdir] sys_chdir,
[SYS_dup] sys_dup,
[SYS_getpid] sys_getpid,
[SYS_sbrk] sys_sbrk,
.....
};
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usys.S

#define SYSCALL(name) \
.globl name; \
name: \
movl $SYS_ ## name, %eax; \
int $T_SYSCALL; \
ret

SYSCALL(fork)
SYSCALL(exit)
SYSCALL(wait)
SYSCALL(pipe)
SYSCALL(read)
SYSCALL(write)
SYSCALL(close)
......

user.h

// system calls
int fork(void);
int exit(void) __attribute__((noreturn));
int wait(void);
int pipe(int*);
int write(int, const void*, int);
int read(int, void*, int);
int close(int);
int kill(int);
int exec(char*, char**);
int open(const char*, int);
int mknod(const char*, short, short);
......
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syscall.h

// System call numbers
#define SYS_fork 1
#define SYS_exit 2
#define SYS_wait 3
#define SYS_pipe 4
#define SYS_read 5
......
#define SYS_link 19
#define SYS_mkdir 20
#define SYS_close 21
#define SYS_setrlimit 22
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syscall.c

static int (*syscalls[])(void) = {
[SYS_fork] sys_fork,
[SYS_exit] sys_exit,
[SYS_wait] sys_wait,
[SYS_pipe] sys_pipe,
[SYS_read] sys_read,
[SYS_kill] sys_kill,
[SYS_exec] sys_exec,
[SYS_fstat] sys_fstat,
......
[SYS_link] sys_link,
[SYS_mkdir] sys_mkdir,
[SYS_close] sys_close,
[SYS_setrlimit] sys_setrlimit,
};
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sysproc.c

// return how many clock tick interrupts have occurred
// since start.
int sys_uptime(void) {

uint xticks;
acquire(&tickslock);
xticks = ticks;
release(&tickslock);
return xticks;

}

int sys_setrlimit(void) {
// Extract arguments from trap frame
// Set the maximum memory for a process, etc
}
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user.h

// system calls
int fork(void);
int exit(void) __attribute__((noreturn));
......
int uptime(void);
int setrlimit(int resource, const struct rlimit *rlim); 

usys.S

SYSCALL(fork)
SYSCALL(exit)
SYSCALL(wait)
......
SYSCALL(uptime)
SYSCALL(setrlimit)
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• Xv6�����https://th0ar.gitbooks.io/xv6-chinese/content/
• Various Articles from Wikipedia: https://en.wikipedia.org/
• Various Articles from OS Dev Wiki: https://wiki.osdev.org/
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